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Abstract. Security in Operational Technology (OT) networks faces different challenges when compared with traditional networks. In 
OT environments, availability and visibility are prioritized over data integrity, leading to unique cybersecurity concerns. The start-up 
narrowin offers a digital twin software solution with which companies can scan their existing network topology. With this visibility, they 
can optimize and monitor their infrastructure and ensure the availability of  the OT network. However, despite the known benef its of  
digital twins, their adoption in the industry is limited.  
This research aims to identify the underlying reasons for the limited adoption with a newly developed approach to understand customer 
requirements. Aligning the digital twin software with current market needs could foster wider adoption and therefore, reduce security risks 
in OT networks through increased visibility. A use-case-driven roadmap was developed to guide future software enhancements. 
The research process consisted of  interviews and workshops with experts active in OT-network environments. The insights of  these 
interviews were used to identify product features, highlighting gaps in the current implementation of  the digital twin. A comprehensive 
Cost-benefit analysis (CBA) evaluated product features for their market value. Finally, the interview findings and the CBA were 
combined to create a suitable persona, with which the current gaps of  the digital twin can be targeted.  
To conclude, the thesis provides insights on how customer specific challenges of  a digital twin software can be addressed. The research 
contributes to the goal of  enhancing cyber security and operational excellence in industrial environments. 
 
Keywords: Cost-benefit analysis, product management, Operational technology, OT network topology, digital twin, cyber security in 
OT, industrial networks.

 
  
 

1.     Introduction 
The most used definition comes from Gartner (2023): “Operational technology (OT) is 
hardware and software that detects or causes a change, through the direct monitoring and/or 
control of  industrial equipment, assets, processes, and events.” 
According to Stouffer (2023) the applications range from industrial control systems, building 
automation systems, transportation systems, physical access control systems, physical 
environment monitoring systems to physical environment measurement systems. OT systems are 
already in wide use, and trends like automatization and digitalization increases the demand 
further. As OT systems become increasingly connected to IT networks and the Internet, they 
face greater cybersecurity risks. The study of  Schwab & Poujol (2018) shows that: 
-Three-quarters of  the researched companies confirm that OT cyber security is a major concern 
- A similar share states that it is likely to become a victim of  a cyber security attack in the OT 
environment 
Due to the pressure of  optimization and the need of  real-time insights, communication 
networks in companies are growing fast. However, security measures often fail to keep pace with 
the expansion of  communication networks. One problem is the visibility in the network. 
Companies can only protect devices if  they are aware of  it. narrowin, a Swiss start-up, offers a 
software with which a visualization of  the topology of  the OT-network is possible through 
creating a digital twin. It allows companies to establish security measures and highlights weak 
points in the OT-network.  
It has yet to be further analyzed which features and use cases customers find lacking. In addition, 
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a suitable approach to identify said features is not defined. The research followed an iterative 
approach to develop a process for identifying customer requirements, combining feedback from 
industry experts with workshop results. These results were then evaluated using a cost-benefit 
analysis. 
 
Research objective 
The main research objective of  this study is to identify a method by which customer 
requirements can be extracted and evaluated. The second main research objective is how 
customers of  the topology digital twin software perceive the benefits of  software features. The 
third main research objective is to compare the benefits with the costs. The resulting valuable 
product features are then summarized in a user profile, which helps narrowin in developing the 
software aligned with market needs. 
The following process is planned:   
 
-To determine how OT is used in the industrial industry. 
-To investigate how Cyber security in OT works. 
-To identify how OT users perceive the OT-network digital twin  
-To research suitable product management methods to identify relevant product features, use 
cases and target groups in the OT environment. 
-To conduct a cost-benefit analysis (CBA) for product features of  the digital twin. 
-To determine new user profiles based on previous information. 
 
The study addressed the gap of  a requirement identification process as well as a tool to prioritize 
the identified requirements according to the urgency of  market specialists. narrowin could adapt 
their software to be better in line with customer requirements and therefore, increase cyber 
security of  companies.  
 
Finally, the study covers a relevant topic in times where OT equipment becomes a target for 
more sophisticated cyber security attacks, targeting infrastructure like power plants or 
government facilities (Murray et al., 2017). The research provides an approach how an OT cyber 
security software can be improved and therefore, OT equipment is better protected against 
attacks.  
 

2. Literature Review 
This literature review analyzes the existing theories in OT, in the IT/OT convergence, and shows 
an overview of  the cyber security threats in OT. Data sources included well-established 
cybersecurity frameworks such as NIST, ISACA, and other expert institutions. 
In order to identify a process of  customer requirements different product management methods 
were identified and combined to be suitable for the research. 
 
Operational Technology (OT) 
OT is often compared with IT (Informational technology). While IT covers the backbone of  the 
company, including email, finances, HR, other software, or the cloud, OT specifically defines 
hardware and software used to monitor and control the production procedure (Kamal et al., 
2016). Applications range from the chemical sector to the communications sector, 
manufacturing, dams, food and agriculture, financial services, emergency services, or also 
government facilities (NIST, 2018). Historically, these systems were operated separately from 
other networks and run on special proprietary protocols (Savin, 2021). OT systems are nowadays 
often decades old and are slowly upgraded with connectivity due to business requirements of  
having live information about the production process, making them especially vulnerable. Often 
only a small number of  staff  can operate these machines(Kamal et al., 2016).  
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The differences between IT and OT include specialized OT vendors such as Schneider Electric, 
Honeywell, Siemens, and Mitsubishi Electric.  IT on the other hand relies on well-known 
equipment providers like Microsoft, Apple, or Samsung. The purpose of  IT is to manage 
business applications, while OT maintains production with real-time and time critical responses. 
Uptime is of  most importance, while in IT maintenance is plannable e.g. on weekends. Security 
in IT related to the CIA triad, focusing on customer and corporate data while in OT the 
availability and the equipment status is the highest concern. IT runs primarily on IP based and 
industry standardized wired applications, while OT consists of  specialized control networks of  
proprietary manufacturers with mixed protocols. Meanwhile the lifetime of  IT is around 3-5 
years and often 10-20 years or higher in OT (Lara et al., 2019). 
A phenomenon called “IT/OT convergence” is observed in the literature (Paes et al., 2020). The 
convergence of  OT and IT enables improved automation, optimization, and greater 
transparency across supply chain operations (Boyes et al., 2018). Through the implementation of  
IIoT sensors and actuators, it becomes possible to do remote control as well as increasing 
process efficiency (Pivoto et al., 2021). Murray et al., (2017) describe the convergence 
comprehensively: ranging from the difficulty in teams (low and agile hierarchy in IT, established 
controls in production and OT) to licensing products enterprise-wide in IT, while OT is often an 
ad-hoc deployment and on plant level.  Together with the different aforementioned priorities 
(confidentiality vs availability) of  IT and OT, this leads to problems among the technical 
employees, worsening OT security.  
OT systems often cannot be upgraded with the latest firmware, leaving them vulnerable to 
security threats. This issue is frequently addressed through network architecture concepts, such 
as network segmentation and OT device isolation (NIST, 2018).  
 
Cyber Security in OT 
In contrast to IT, which emphasizes the CIA triad (Confidentiality, Integrity, Availability), OT 
focuses more on safety, reliability, and availability (NCSC UK, 2017).  
The vulnerabilities are according to Enisa (2017): Deficient physical security, inadequate 
authentication, improper encryption, unnecessary open ports, improper patch management 
capabilities, non-existing monitoring process, inexperienced employees, and the two wrong 
beliefs of  security through obscurity (air-gapped) and that OT systems are isolated. These 
vulnerabilities can be exploited through various attack scenarios, such as targeting sensors, 
actuators, controllers, or exploiting protocol weaknesses. Luckily, there are several frameworks 
and guidelines supporting industry experts in ensuring cyber security. Enisa (2017) mentions 
AGA 12, IEC 61968/61970/62351, IEEE P1711, ANSI/ISA99, NIST SP 800-82, and ISO 
27000 as suitable frameworks.  
NIST (2018) has even a specialized guide called the Cybersecurity Framework. Lastly, the study 
shows relevant cases of  OT cyber-attacks, mostly against energy power plants or industrial 
companies (Gunduz & Das, 2020).  
 
Product Management methods 
To analyze customer requirements, it is essential to understand the methodological tools and 
review the literature's definitions of  'benefit'. To identify how customers perceive value it is 
necessary to do market research (Aumayr, 2023). It connects the customers in the market with 
the marketer and provides information (Kotler et al., 2015).  
Lutters et al. (2014) provided an understanding that initially in a project, the requirements are not 
enough known. Even worse, often the requirements cannot be properly characterized because 
the users and the use cases are unknown.  
The “user profile canvas” is a tool proposed by Lewrick & Link (2015) to map the customer 
needs. It has the benefit of  reducing the risk of  realization through the involvement of  
stakeholders early in the process. The canvas consists of  following blocks: 
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-Market & Trends 
-Influencers 
-Persona description 
-Use Cases 
-Pains, Gains and the Job 
-Mood board 
The benefit of  this method is that everybody shares a shared understanding of  the product 
vision through clear visualization. The customer benefits are structurally mapped, priorities 
defined and clear and a user-centric design is chosen.  
To describe a persona the study of  Guo et al. (2011) was analyzed. According to the study a 
persona is a “fictional character that represents user archetypes”. It helps in a user-centric design 
and to prioritize the right customers. The components of  a good persona are: Primary goal, 
background and motivation, Mindset, objectives / needs related to mindset and behavior to meet 
the objectives.  
Guo et al. (2011) also describe some traps, namely that personas describe a mentality or a 
behavior, not an actual person. A persona is distinct from market segmentation. When describing 
a persona, the focus should be on relevant information, clearly defining both attitude and 
behavior, and setting a specific target for the persona. 
 
Cost-benefit analysis (CBA) 
According to Mishan & Quah (2007) and Aumayr (2023) the purpose of  a CBA is to create the 
groundwork for a future business decision. This decision could be if  different projects should be 
continued or investments into new product should be done. The analysis can contain several 
options (projects or products) and can show numerically the best one. 
The process to create a CBA is described by Riegg Cellini & Edwin Kee (2015):  
1. Set the framework.  
2. Decision on which costs and benefits should be recognized. 
3. Identify and categorize the costs and benefits. 
4. Project costs and benefits over the life of  the program (not applicable in this study). 
5. Monetize costs, meaning putting a currency value on them. 
6. Quantify the benefits, meaning putting a currency value on. 
7. Discount costs and benefits for present values. 
8. Compute the net present value. 
9. Research the sensitivity analysis. 
10. Summary 
 
While costs are often easier to quantify (e.g., personnel, materials, and delivery), benefits are 
typically more challenging to measure. Applied to the OT network, the benefit would be the 
reduction of  several man days, which are normally used to document the network topology 
manually.  During operation, the digital twin creates the benefit of  understanding how to 
maintain the OT devices effectively.  
In the literature CBAs are often used in economics (Mishan & Quah, 2007) or in infrastructure 
project for states, for example a for water management (Tapsuwan et al., 2022). However, it was 
also used in the past by other research for companies and their business decisions.  
 
Research Gap 
The growing importance of  OT capabilities in the industrial network led to new benefits, but 
also new challenges. In the OT environment, the goals and the needs are differently organized in 
comparison to IT, namely the availability of  the machinery. Due to the increased IIoT usage in 
OT environments the IT and OT worlds converge together. At the same time, networked 
devices and their topology plays an important role in cyber security. While there is much research 
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done in OT environments and cyber security, the requirements for network topology and its 
transparency are not researched as much. 
To further analyze the customer needs different product management methods were necessary. 
The importance of  market research was highlighted. To tackle product features, a process to 
structurally capture different use cases and personas was researched. To compare the costs and 
benefits in an analysis, the process of  the CBA and its key benefits and challenges are shown, 
and the application of  a digital twin is critically reviewed. 
Therefore, the identified research gap is that a suitable method of  how to derive customer 
requirements of  an OT digital twin can be applied and how the identified requirements can be 
evaluated. 
 

3.     Methodology 
The previously described literature review provided a profound insight into existing knowledge 
and is considered secondary data.  
 
The research model is based on the framework of  the research onion as outlined by Saunders et 
al. (2019). It consists of  a multilayered model, showing the sequential and connected nature of  
the research process. The study seeks to understand how people assign meaning to an objective, 
specifically how customers value certain features in a network digital twin. The inductive 
approach helps to build a theory from small data samples, to understand the phenomena and its 
characteristics. The research strategy was chosen to be a case study since it promised to answer 
the research questions most accurately. Therefore, the data type is qualitative and the method to 
understand the customers is a semi-structured interview. The goal was to not only find out what 
customers value but also to understand why, and how the software can address the problems 
they face. In a workshop following the interviews, qualitative data where afterwards translated 
into quantitative inputs for the CBA by assigning cost estimates to each product feature and 
mapping the perceived benefits based on the points allocated by participants. This allowed for a 
numerical comparison of  the relative value of  each feature. 
 
Research process  
To evaluate possible product features, an interview protocol was developed. This protocol aimed 
to identify possible problems and their root causes, where the OT digital twin software could 
offer support.  
The participants included experts from different departments, ranging from network engineers 
and cybersecurity officials to head of  IT infrastructure. They are working in different companies 
in different sectors like telecom, production, energy or transportation and had working 
experience between 12-40 years in the industry. The first part of  the interviews focused on the 
own personal experience of  the respondents, while the second part identified challenges in 
networking, OT, and cyber security. The third part was a live demonstration of  the software by 
the researcher. This part prepared the respondents for the fourth phase, where they 
brainstormed new product features. The possible product features were written to sticky notes 
and glued to a workshop poster.  
In the final part, participants were given 20 points to distribute among the product features. They 
had full freedom to allocate the points according to their preferences.  
The collected feedback was systematically analyzed using the post-processing method outlined by 
Kuckartz & Rädiker (2022). 
 
Reflection on the chosen methodology 
Based on the results of  the interviews and the workshop the outcomes were twofold: First, 
concrete product features were both brainstormed and evaluated based on expert feedback. 
Second, the process of  “how to develop an OT digital twin software further” was adapted und 



 

182 

refined in more detail, making it more robust and a usable tool in practice. One goal was to have 
a pragmatic approach, tested and grounded by industry professionals. Involving multiple industry 
experts in the development process enhanced credibility and ensured a more practical, real-life 
application. 
To summarize the methodology, the study employed a combination of  established methods, 
including semi-structured interviews and workshops, generating both qualitative and quantitative 
data. The cost-benefit analysis (CBA) integrated the quantitatively prioritized product features 
with qualitative feedback, providing a comprehensive approach to guide further development of  
the OT digital twin software. The practical application of  this approach highlights the 
importance of  OT network security in the industry and the potential benefit of  this study.  

 
4.    Summary of  findings 
Before the results of  the process were deeper analyzed, several possible product features were 
rearranged due to one of  two possible reasons: They were either very similar to features already 
mentioned in other interviews or did not require any technical changes to the OT software. Then 
all product features, which did not get any points by participants, were filtered out.  
 
Evaluation of  the results from a feature perspective 
Product features only mentioned once were considered less important. The researcher described 
his observations and impressions during the interview for the other product features in the 
Figure 1.  

 
Figure 1 Summary of each product feature 

  

  
Explorer and digital twin: Addition of 
other datasets 

-No additional ideas from the respondents how to enrich the digital twin  

Intelligence: Automized Checks, 
Recommendation for action, templates, 
scripts. 

-Focus on automatization is well received among all participants 

Configurations in Explorer (VLAN…), 
"SDN for OT Devices”, Simplification 
through one login 

-For network devices completely uninteresting 
-very difficult to implement 
-Participants would see value in it 

Configuration test on consistency (what 
was when changed) 

-provided by different tools 

Traffic Overflow, How much traffic per 
port? 

-Primarily interesting for networkers 

Snapshot-comparison -On the market and widely used 
-For some customer still useful 

Anomaly check for security -a major concern is that users get too many irrelevant alerts by other 
tools.  

Anomaly check for patterns -Participants note that they would like this feature to detect irregularities  

Asset discovery and characterization -Focus on OT end devices, not IT network components 
-Automated asset inventory with HW, SW, SN etc. is really needed 
-During the interviews it was made clear that this feature is highly 
demanded 

Connection to an additional inventory 
system or data base, e.g. MAC 
addresses, Excel or Visio files, putting 
Systems together 

-participants often had a clear idea what of their sub systems could be 
integrated or fed by narrowin’ s solution 
-A concrete use case is to upload a picture of the position of a device 

Vulnerability and topology check: Is the 
device even endangered? Alert 
prioritization 

-Related to “anomaly detection for security”, it seems that the alerting is 
a pain point 
 

Connection to a vulnerability DB, 
automatic check of firmware for CVE 

-Mentioned in nearly all interviews, it seems to be the most demanded 
feature 
-It helps with both availability and cyber security 

Cloud integration and Azure 
Authentication 

-Some use cases demand a cloud deployment strategy for the tool. 
Without cloud access, some companies cannot use the tool 

AI Connection (e.g. Texts of CVE 
scanning.) 

-AI was mentioned several times with one nice use case (CVE text 
scanning), but the researcher had apart from the use case the 
impression that interviewees mentioned it because AI is talked about 
everywhere 

More vendors 
 

-One of the biggest demands from participants and discussed in almost 
every interview. They want to have their OT devices covered.  

 



 

183 

Evaluation of  the results from a participant perspective 
For each expert a detailed summary was described using the researchers’ impressions. It was 
documented, what the biggest challenge for the respondent is, what background they have, and 
similarities between different participants were marked. One pattern was that participants 003 
and 005 were particularly specific on what they needed the OT digital twin to do.  
For the as-is product as well as possible product ideas feedback was summarized in Figure 2. 

 
Figure 2 Participants impression 

Processing of  the results 
After the described rearrangements of  product features, 27 possible ideas were left over. The 
next step was to map the 20 points per interview (6 Interviews, 120 points in total) to each 
product feature. These points mark the potential benefit for the customer, albeit only relative and 
not absolute. They are called “benefit points”. 
To calculate the development costs, a list of  27 product features was provided to narrowin. The 
list contained accurate descriptions and direct quotations from the interviews. narrowin calculated 
the necessary effort per product feature. The costs per hour in CHF were also communicated. 
With this data, it was possible to calculate the cost per product feature (pf): 
 

𝑐𝑜𝑠𝑡𝑠 𝑝𝑒𝑟 𝑝𝑓 = 𝑒𝑓𝑓𝑜𝑟𝑡 (ℎ) × 𝑐𝑜𝑠𝑡𝑠 𝑝𝑒𝑟 ℎ 

 
With having both data sets, mapped benefit and calculated costs, it was possible to execute the 
cost-benefit analysis.  

  

Participant 001 

Telecom sector 
- Biggest challenge is network and documentation 

- Not an OT but network expert 

- Demanded product features are network heavy. 

- Was skeptical throughout the interview. Often mentioned that the 

respondent “could only guess” 

- Very distributed product features since he works in telecom. Hard to 

adapt to the use case of narrowin. 

- Has the opinion that a lot of the existing features of narrowin is covered 

by other tools on the market 

- Had the same “distance” from the topic of OT as participant 004. 

Similarly, the chosen topics are comparable. 

Participant 002 

Production sector 
- The challenge for him is cyber security. Availability seems to be 

surprisingly of lower importance (production sector) 

- Either OT does play a lesser role since production machines are running 

without connectivity or the production guys are running the OT 

- Absolute expert in both networking, IT and Cyber security 

- Very competent 

- Has a very mature solution already deployed 

- Driven by the latest developments of AI and cloud 

- Has the opinion that a lot of the existing features of narrowin is covered 

by other tools on the market 

- This respondent did stand out from the others due to his position and was 

not comparable. 

- Very distributed chosen product features. From the researcher’s 

observation, this could show that no clear purpose of the narrowin tool is 

understood. 

Participant 003 

Energy sector 

- Challenges are regulatory conform documentation and to a lesser degree 

cyber security 

- First very open and curious  

- Over the course of the interview, it became obvious that they had a clear 

idea how the product needs to look like. This behavior was like 

participant 005. 

- The workshop results do reflect the interview impression 

- Suggested, almost insisted several times to leave IT network components 

out. Focusing on OT is key. 

- Potential user of narrowin’ s tool 

- Shows even interest to develop the tool together 

Participant 004 

Telecom sector 

- Like participant 001, it is not an ideal “user” of narrowin’ s tool.  

- The challenge for him is cyber security focused 

- Has knowledge of OT and OT markets. With this knowledge, the 

participant judged the success and potential of narrowin quite well 

- Was sometimes distracted 

- Sees energy sector as the main OT sector due to the business case 

described before 

Participant 005 

Transport sector 
- Firstly, very defensive behavior, but started to develop interest on the 

topic 

- In the area of transportation availability and cyber security play the most 

important role 

- Very similar to participant 003, has a clear idea in mind how to use 

narrowin’ s tool 

- Therefore, focused around one feature 

- Cyber security background 

Participant 006 

Transport sector 

- Very big delay for the meeting 

- Interest was there, but one participant was too dominant and too detailed 

in the narrative 

- Difficult to make the software interesting for them since a very broad 

spectrum of features is demanded. 

- No clear focus visible. Visibility is a challenge, but also networks and 

availability  
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Cost-Benefit Analysis  
There were two approaches to the CBA: Firstly, a list of  all product features. To relate cost and 
benefit to each other, the cost of  a product features was divided by the benefit point of  the 
product feature: 
 

𝐶𝑜𝑠𝑡𝑠 𝑝𝑒𝑟 𝑝𝑜𝑖𝑛𝑡 =
𝑐𝑜𝑠𝑡𝑠 𝑜𝑓 𝑝𝑓

𝑏𝑒𝑛𝑒𝑓𝑖𝑡 𝑝𝑜𝑖𝑛𝑡𝑠 𝑜𝑓 𝑝𝑓
 

 
This creates a ranking that shows how much narrowin needs to spend in CHF per benefit point. 
There were three notable groups: The green group shows a very low cost per point with having 
to spend less than 1000 CHF per benefit point. The second group is set between 1000 CHF to 
8000 CHF and is shown in blue. The third group has an unfavorable ratio of  over 6000 CHF to 
spend per benefit point. 
 
The second approach was a graphical one. The 27 product features were mapped in a graph with 
the axes “benefit score” and “costs”. To interpret Figure 3 it must be understood that the top 
right corner displays the “most valuable product” in the sense that it has the least cost, but the 
highest possible benefit for customers. This would be the product feature “Asset discovery and 
characterization”. On the contrary, the bottom left corner displays features with the highest costs 
and the lowest benefit, which is “AI Connection”. 
 

 

 
 
 
  

Figure 3 Cost Benefit Analysis graphical 
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User profile canvas 
Based on the qualitative data gathered through the interviews as well as the four most valuable 
product features, a user profile canvas was created. The persona was developed following 
recommendations from the literature review, primarily incorporating insights from participants 
003 and 005. It is specifically targeted to fulfil as a potential customer for narrowin. The market 
trends, persona description, influencers and the job to be done are extracted from the first part 
of  the interviews. The mood board uses the impressions from the researcher during the 
interviews as background information. The use cases, pains and gains are described with having 
the results from the interview as well as the workshop in mind. 
 
The results can be found in Figure 4. 

  

Figure 4 User profile canvas 

5. Results and Discussion 
 
Identifying challenges in availability and cyber security in an OT network 
In the literature review the differences between IT and OT were pointed out, and with this the 
OT challenges were named. A key technical challenge in OT is that performance must be real-
time and time-critical, with minimal tolerance for delays. Availability must be ensured, and it is 
considered the highest target; an unexpected downtime is not an option. The life expectancy of  
the equipment is 10-20 years massively longer and creates the challenge of  patching old devices 
or alternatively, reduce the security threat through micro-segmentation. In general, the lack of  
security of  OT devices is challenging. IT departments and OT departments' silo thinking is also 
described as difficult. NIST (2018) and Stouffer (2023) emphasizes the difficulty of  documenting 
the network architecture as well as the OT device landscape. Some are not IP-based, others are 
isolated with the aforementioned micro-segmentation. Another challenge are the open 
vulnerabilities described by Enisa (2017) 
 
A comparison between the literature review results and the interview extracted challenges 
confirms that the research successfully identified the challenges of  OT networks. In the 
following examples the interview findings confirmed the literature review results: 
-OT is often treated as an isolated system in a IT world. Many OT devices are decades old and 
were not designed with having connectivity in mind. 
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-Small number of  experts in the company, but also on the market is described by both methods 
as a problem. Due to employee turnover, historical knowledge of  OT devices is often not 
documented. 
-The described regulations and guidelines (NIST, IEC62264, IEC27001) are confirmed by some 
participants as in use and sometimes regulatorily binding.  
However, while is literature review tends to be more comprehensive, the interview responses are 
very concrete in the problem description and might not be representative for the entire market. 
 
Process of  customer requirement extraction 
 The developed process is a comprehensive approach to identify customer requirement. Starting 
with potential customers, which have specific requirements, an interview is conducted, and the 
background of  participants is documented. In a later stage a persona is created based on this 
data. 
The second phase is brainstorming together with the participants. If  necessary, the software or 
tools need a demonstration to give context to participants. The results are product features, 
which are directly based on the needs of  customers. 
Lastly, in a workshop the brainstormed features plus the backlog features of  the software were 
evaluated for their benefits using a point-based system.  
The vendor of  the software is contacted and costs for each feature is calculated. In a cost-benefit 
analysis the benefits and costs are compared. A list of  desirable features is the result. The 
persona is based on the background information of  the interview as well as the weighted 
product features. Compared with the theoretical framework, the practical process is more 
adapted and therefore detailed. The process has described deeply how the work with the 
customer/participant looks like.  
The process is graphically shown in Figure 5 Practical process of the research approachFigure 5. 
 
 
 

 
 
Figure 5 Practical process of the research approach 

 
CBA and user profile canvas 
The cost-benefit analysis in Figure 3 shows the result of  all product features. All the costs are 
assessed. To make the outcome of  the CBA usable for a company like narrowin, a persona with 
use cases was invented in Figure 4. The persona is based on the interview background 
information as well as the described challenges from participants and proposed use cases. The 
product features, which topped the CBA analysis and showed a preferable cost-benefit ratio, 
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were chosen to fulfil the persona. 
 
Recommendations  
For narrowin it is suggested to follow the outcome of  the study. There are two ways: Firstly, 
follow the study results and develop the software with the suggested user profile Thomas in 
mind. This approach will adequately address the needs of  two major participant groups, while 
also appealing to other participants who could become customers in the future as additional 
product features are developed. 
The second recommended approach is to replicate the process, but with a focus on a single 
customer rather than six participants. The reason behind this is that narrowin is still a start-up, 
development resources are scarce, and focusing on only one customer could lead to a faster 
return on investment. In addition, only the product features of  this one customer are used in the 
cost-benefit analysis, but the relations can still be evaluated. The benefit of  this method is that 
once one customer is satisfied, narrowin can repeat the process with other participants to 
identify those whose needs closely align with the first customer. Therefore, the possibility is to 
scale the software to other similar customers. 
This study delivers an approach to how customer requirements can be extracted and how the 
extracted product features can be evaluated. It is recommended to repeat this approach with a 
greater sample size to verify the results.  
 
Limitations of  the study  

Upon completion of  the study, several questions remain unanswered. The results presented are 
only valid at the current moment and are subject to change as technology evolves. As future 
advancements occur, people's opinions and priorities will likely shift as well. What participants 
consider important today may become irrelevant tomorrow, particularly in the evolving field of  
OT cybersecurity, which, as noted in the literature review, has only recently gained significant 
attention. Therefore, it is expected that future interviews could yield different outcomes. As a 
result, the findings from the cost-benefit analysis (CBA) may quickly lose their validity. 
It is not researched if  participants are potential customers of  narrowin, instead only the relative 
benefit for the respondents is shown. The overall benefit of  the digital twin software could be 
negligible, and this would not be captured in the quantitative analysis. However, in the interview 
this is sometimes discussed. 
Another point is that benefit points indicate the desire of  customers for a product feature, but 
not their readiness to pay. While a higher perceived benefit may lead to greater willingness to pay, 
pricing considerations were not part of  this study. 
Only one user profile was created, and it was based on the most valuable product features. It is 
open, if  from the existing CBA a better way to combine product features to reach full market 
potential is possible. 
 
Conclusions 
The process of  finding and evaluating customer requirements can be done in various ways. The 
chosen approach benefits from combining qualitative insights with quantitative evaluation. 
However, there are also some limitations. For instance, the quantitative data collected is relative 
rather than absolute. In a more robust quantitative approach, participants would have been able 
to allocate an unrestricted number of  benefit points, allowing for a more precise measure of  
feature importance. This would allow consideration of  whether respondents have no interest in 
the tool.  
However, the qualitative insights from the interviews help to compensate for the limitations in 
the quantitative analysis. For example, it tries to get a deep understanding of  how respondents 
perceive possible product features, but a generalization out of  this data is difficult to do. 
However, the quantitative part is more superficial, allowing for quick conclusions but failing to 
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capture the deeper challenges faced by customers.  
Additionally, the comparisons between product features are only limited in fairness. Sometimes a 
product feature was named often, leading to the tendency that it also receives points. To achieve 
a comprehensive evaluation of  the product features, the process should be repeated with all 
features predefined on the workshop flipchart. According to the researcher’s observation, the 
distribution of  points was often done spontaneously by participants, who had the tendency to 
over reflect on the challenges they faced at the time of  the interview. A repetition of  the 
interview could verify this. Additionally, as highlighted in the recommendations, the low number 
of  participants can have the effect that one participant influences the result drastically. However, 
the summary of  all benefit points indicate that some product features are in demand across all 
participants more than others.  
Another weakness in the study design is that the most valuable product features not always align. 
For instance, the product feature “monitoring of  WDM” has a high value per benefit point but 
was selected only by one participant, making it difficult to integrate into the user profile canvas.  
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